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•  6	
  IT	
  security	
  experts	
  
•  We	
  do	
  all	
  areas	
  of	
  technical	
  HW	
  &	
  SW	
  security	
  
analysis	
  
– Penetra;on	
  Tes;ng,	
  Crypto,	
  Web,	
  embedded	
  
devices,	
  etc.	
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Android 

•  Android	
  has	
  about	
  62%	
  market	
  share	
  



We are going to see a User 
Interface (UI) attack today 

 
History of UI attacks 



Microsoft Windows 90ies overlay 



Microsoft Windows 90ies overlay 



Microsoft Windows 90ies overlay 



Microsoft Windows 90ies overlay 



Modern Windows Overlays 



Browser Clickjacking 



Android overlays 



Overlaying Android apps 

Android apps in sheep's clothing 



What 

•  Stealing	
  creden;als	
  
– When	
  adding	
  a	
  Google	
  account	
  to	
  Android	
  
– Or	
  from	
  all	
  other	
  apps	
  with	
  logins	
  

•  Enterprise	
  containers	
  (Good,	
  MobileIron,	
  etc.)	
  
•  Password	
  safes	
  
•  Social	
  media,	
  etc.	
  

•  Manipula;ng	
  sensi;ve	
  data	
  that	
  is	
  displayed	
  
– Two-­‐factor	
  authen;ca;on	
  mobile	
  banking	
  
transac;on	
  signing	
  



How 

•  What	
  about	
  sandboxing	
  on	
  the	
  User	
  Interface	
  
(UI)	
  level?	
  



Prerequisites for our attack 

•  Installed	
  malware	
  app	
  on	
  phone	
  
•  Permissions	
  

– GET_TASKS	
  (must)	
  
– SYSTEM_ALERT_WINDOW	
  (recommended	
  but	
  
op;onal)	
  

– RECEIVE_BOOT_COMPLETED	
  (op;onal)	
  
–  INTERNET	
  (op;onal)	
  



Demo: Stealing Skype credentials 



How did it work? 

•  Exactly	
  when	
  the	
  Skype	
  app	
  is	
  opening	
  the	
  
login	
  screen,	
  we	
  bring	
  our	
  app	
  to	
  the	
  
foreground	
  and	
  show	
  our	
  faked	
  login	
  screen	
  



Mobile banking transaction signing 



Enterprise containers –  
Example: MobileIron 



Is it fixed? 

Hint: won't fix 



"[...] We don't consider this behavior to be a flaw in the 
Android security model. [...] the attack requires the 

victim to knowingly install an app that has permission to 
monitor foreground applications. [...] Google Play 

analyzes apps that get submitted [...] for phishing and 
other potentially harmful behavior. [...]" 

Let's	
  talk	
  about	
  	
  
permissions...	
  

First response Android Security 
Team 

...and	
  analyzing	
  	
  
for	
  harmful	
  	
  
behavior.	
  



Permission system is broken 

•  There	
  is	
  no	
  opt-­‐in/opt-­‐out	
  
– Give	
  it	
  all	
  permissions	
  it	
  wants	
  or	
  uninstall	
  it	
  

•  Cyanogenmod	
  (an	
  alterna;ve	
  Android	
  
version)	
  has	
  permission	
  opt-­‐in/opt-­‐out	
  called	
  
"Privacy	
  Guard".	
  Why	
  not	
  on	
  Android?	
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Google is scanning for harmful 
behavior? 

•  What	
  about	
  other	
  app	
  stores?	
  
•  The	
  malware	
  app	
  will	
  be	
  disguised	
  as	
  a	
  
legi;mate	
  app	
  
– Func;onality	
  will	
  require	
  those	
  permissions	
  

•  Other	
  malware	
  made	
  it	
  in	
  the	
  Play	
  store	
  
•  Our	
  malware	
  code	
  can	
  be	
  loaded	
  a[er	
  the	
  app	
  
is	
  already	
  in	
  the	
  store	
  



Talking about quality assurance in the 
Google Play store… 



"Given	
  a	
  choice	
  between	
  dancing	
  pigs	
  and	
  
security,	
  users	
  will	
  pick	
  dancing	
  pigs	
  every	
  ;me."	
  

– Edward	
  Felten	
  (Securing	
  Java)	
  



Demo: I just couldn't resist 



I just couldn't resist 

•  Uploaded	
  yesterday	
  
•  This	
  par;cular	
  demo	
  works	
  only	
  on	
  LG	
  g3	
  with	
  
Android	
  5	
  

•  Download	
  the	
  malware:	
  
– h_ps://play.google.com/store/apps/details?
id=ch.example.dancingpigs	
  



I just couldn't resist 



Is the attack still feasible on 
Android 5? 



Demo: Android 5.0.2 (verified on 5.1) 



What about BlackBerry? 



Blackberry 

•  Blackberry	
  supports	
  Android	
  apps	
  
•  You	
  can	
  a_ack	
  another	
  Android	
  app	
  on	
  
Blackberry	
  
– With	
  our	
  technique	
  you	
  are	
  not	
  able	
  to	
  figure	
  out	
  
which	
  na;ve	
  Blackberry	
  app	
  is	
  in	
  the	
  foreground	
  



Blackberry 



Blackberry –  
spot the permission difference 



Countermeasures 

•  If	
  you	
  have	
  a	
  HTML5	
  app	
  (one	
  WebView)	
  the	
  
a_ack	
  is	
  "harder"	
  
– Android	
  5	
  situa;on	
  on	
  all	
  Android	
  versions	
  



Summary 

•  Is	
  this	
  technique	
  rocket-­‐science?	
  Not	
  at	
  all	
  
•  Does	
  it	
  ma_er?	
  Yes,	
  the	
  impact	
  is	
  huge	
  
•  Android	
  app	
  separa;on	
  is	
  broken	
  

– Don't	
  trust	
  the	
  sandboxing	
  promises	
  

•  Bring-­‐your-­‐own-­‐device	
  is	
  s;ll	
  a	
  bad	
  idea	
  from	
  
a	
  security	
  perspec;ve	
  
– private	
  apps	
  and	
  business	
  apps/data	
  

•  Come	
  and	
  play	
  with	
  devices	
  here	
  at	
  the	
  front	
  



Thank you 
•  h_p://www.modzero.ch/modlog/index.html	
  
•  Twi_er:	
  @floyd_ch	
  	
  
•  Twi_er:	
  @mod0	
  
•  h_p://floyd.ch	
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