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Disclosure Timeline

Date Comment

2022-01-19 Sent report document draft as well as information about the
modzero disclosure policy to press@owllabs.com,
support@owllabs.com and security@owllabs.com. Received a
bounce back email from security@owllabs.com.

2022-02-01 No acknowledgement email was received. Sent another email
asking for an Owl Labs timeline. Let them know that we will release
our report to the public after two more weeks, if they do not
respond to our inquiries. Let them know that we are going to
inform Germany’s CERT-BUND / BSI (Bundesamt flir Sicherheit in
der Informationstechnik): support@owllabs.com,
owlbert@owllabs.com, frank@owllabs.com

2022-02-17 No acknowledgement email was received. Sent another final email
stating that this is our last attempt to reach Owl Labs. Attached the
most recent version of the report, that has been sent to German
CERT-BUND / BSI as well, including a detailed list of Owl Labs’
customers / sites.

2022-02-17 Received a response from Owl Labs technical support. They let us
know that our email has been forwarded to the head of product
and engineering for review.

2022-02-24 Asked for feedback, as we did not receive any further
acknowledgement. Set March 1%, 2022 as deadline to comment on
our report.

2022-02-25 Received an email from Owl Labs CTO. They let us know that they
are evaluating the report and mentioned that they may be willing to
discuss a so-called “bug bounty” (which modzero never asked for).

2022-02-25 Responded to Owl Labs CTO that modzero is not interested in a
bug bounty.

2022-02-28 Received answer from Owl Labs CTO that they will implement fixes
for the vulnerabilities that they were able to reproduce.

2022-03-07 Asked for a patch roadmap/timeline.

2022-03-14 Received answer that they are beginning to roll out patches
starting calendar week 11/2022 (2022-03-14). They anticipated
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that all open issues will be closed by calendar week 19/2022
(2022-05-09).

2022-05-23 Sent heads-up to CERT-BUND / BSI, that the report will be
released in the following week.

2022-05-31 Report released publicly
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CVEs

The following CVE numbers have been assigned by MITRE:

Vulnerability Tethering Mode with Hardcoded Credentials
CVSS Score 7.4 (High) CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:H/A:N
CVE CVE-2022-31460
Vulnerability Passcode Is Not Required for Bluetooth Commands
CVSS Score 8.2 (High) CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N
CVE CVE-2022-31463
Vulnerability Hardcoded Backdoor Passcode
CVSS Score 9.3 (Critical) CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N
CVE CVE-2022-31462
Vulnerability Deactivation of Passcode Without Authentication
CVSS Score 7.4 (High) CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:H/A:N
CVE CVE-2022-31461
Vulnerability Passcode-Hash Can Be Retrieved via Bluetooth
CVSS Score 7.4 (High) CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N
CVE CVE-2022-31459
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1 Overview

1.1 Management Summary

modzero discovered several critical security issues in the Owl Lab's Meeting Owl
product universe.

Affected by the vulnerabilities are communication paths between the companion app
and the Meeting Owl Pro, the Meeting Owl Pro and the associated backend servers, as
well as the accessible web applications for managing Meeting Owl devices. While
different security measures are in place, many are simply ineffective because of built-in
functionalities or misconfigurations.

Meeting Owl devices can be turned into rogue wireless network gateways to a local
corporate network remotely via Bluetooth, by arbitrary users. The device can be abused
to act as backdoor to the Meeting Owl Pro owners' local network. This vulnerability is
still present in firmware version “5.2.0.15”, the latest at the time of writing.

modzero also discovered issues in the communication and authentication of the
backend infrastructure. This includes the traditional HTTP(S)-based APl communication
as well as the Message Queuing Telemetry Transport (MQTT) services, hosted by
Amazon Web Services (AWS).

Anonymous users are able to join the MQTT service and subscribe to all messages sent
from and to all other devices, as no effective authorization is implemented. It is also
possible to publish messages to the service.

By subscribing to the public MQTT service, arbitrary users are able to collect device
information of all active Meeting Owl devices of different customers. It is also possible
to collect confidential information and URLSs that allow access of a Web service, hosting
PIN-protected, shared screenshots of other people’s whiteboards.

modzero found credentials for the API backend of the whiteboard sharing feature,
allowing arbitrary users to store arbitrary files in an AWS S3 bucket.

Currently, modzero does not recommend using Meeting Owl products, until effective
security fixes and countermeasures are applied. The network and Bluetooth features
cannot be turned off completely, therefore this is ruled out as a temporary fix. In
standalone-mode, the Meeting Owl is only acting as a USB camera; however, attackers
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within the proximity range of Bluetooth can activate network communication to access
critical IPC channels on the device.

1.2 Extended Summary

As part of a limited security analysis of video conferencing systems, modzero
discovered several critical security issues in the Owl Lab's Meeting Owl product
universe.

Affected by the vulnerabilities are communication paths between the companion app
and the Meeting Owl Pro, the Meeting Owl Pro and the associated backend servers, as
well as the accessible web applications for managing Meeting Owl devices.

While different security measures are in place, many are simply ineffective by built-in
functionalities or misconfigurations. For example, Owl Labs has integrated a passcode
authentication to protect certain aspects of the configuration from being altered by an
unauthorized person. This would favor security principles like "least amount of
privileges" and "least amount of access", but built-in functionalities render it ineffective
as it is possible to deactivate the passcode authentication without providing the
currently set passcode. In addition, the hashed representation of the passcode can be
requested without any form of authentication. Since the passcode code only consists of
digits, the passcode can be brute-forced in a short amount of time. In addition, Owl Labs
also implemented a static passcode, which is the SHA-T hash of the software serial of
the device, which can be read out via Bluetooth without authentication.

The device can also be put into an access point (AP) or tethering mode. In this mode,
the device is (NAT-)routing network traffic. It opens a new Wi-Fi network, while
remaining connected to the already configured Wi-Fi connection (usually a corporate
network). Since the AP mode can be activated via Bluetooth without any user
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